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Digital assistants are the future of chatbots. Up to now, chatbots have focused on narrow scope user
initiated conversations to automate simple business tasks like in customer service or marketing
interactions. Digital assistants, like a human assistant, are user oriented in that they can assist with
many different tasks rather than being constrained to a narrow user case. This is a huge step forward
towards true conversational assistants that so far wed voaly known from science fiction.

Oracle Digital Assistant (ODA) is Oracle's next generation bot platform that enables project teams to
follow a modular approach in building composite chatbots published to multiple conversation channels.
Like a good and trusted friend, Oracle Digital Assistant chatbots assist users in a variety of tasks, which
could span a single or multiple business domains.

DIGITAL ASSISTANT IS THE FUTURE OF CHATBOTS.

This article provides a technical overview of Oracle Digital Assistant as it had been released in
November 2018. It explains the concept and features, explores the development environment and
introduces the overall architecture.
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What is a Digital Assistant

A digital assistant is a computer program that uses artificial intelligence and machine learning to understand and
then assist users in completing tasks like placing an order, booking a holiday, making a doctor's appointment, or to
file a service request. In contrast to simple chatbots, which handle a small scope of tasks, digital assistant assists
users in a variety of tasks that may be within a single or across business domains.

For example, the image below outlines a digital assistant supporting employees in their daily work. The digital
assistant understands the user intent from natural language processing, finds the best fit skill bot to handle a given
request and starts the user-bot conversation.
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personal policies
information.. CX
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Employee Idea K HR Approvals Managers Approvals
Contribution iew HR related And Requests
Share ideas < tickets, approve
,n,,ovat,ons/ ' e employee request f 3rd Party

Figure 1: Digital Assistant for Employees

Within a digital assistant, skill bots are modular units of conversational work that handle the user interactions for a
specific task and that integrate with backend systems for reading and writing to data services or to trigger remote
processes like for doing a payment or placing an order.

Oracle Digital Assistant
The first version of Oracle Digital Assistant released in November 2018 is based on the following core features

9 Skill bots 1 Individual chatbots that use natural language processing to resolve the user intent and extract
relevant information. Skill bots engage users in a conversation to complete a given task.

9 Digital Assistant i A master bot that coordinates the user i skill bot interaction through intelligent routing.
Its responsibility includes finding the skill bot and intent that best matches the user request, but also to
manage the conversation context and state.

1 Channels T Connectors that bind a digital assistant, or an individual skill bot, to messenger such as
Facebook, WeChat, Mobile, Web, Alexa and many more. Channels also handle possible payload format
difference between bots and messenger clients.

9 Storei Anapp store like infrastructure that allows sharing of individual skills across instances
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Each of the before mentioned features is accessible in the Oracle Digital Assistant browser based dashboard
(Figure 2). The order in which the features are listed in the Oracle Digital Assistant dashboard corresponds to the
workflow project teams follow when building digital assistant solutions.

Development = ORACLE Digital Assistant

Home
Development

D Development

Skills m E
-~
Digital
Channels Skils Store
Store Connect users to enterprise data using Create a special chatbot to provide a Configure a channel for the messaging Browse for specialized skills to add to
conversational skill bots that run on unified interface for all of the skills that platform that you want your digital your digital assistants.

different messaging platforms. you choose. assistant to run on.

Downloads..

Documentation.

Figure 2: Digital Assistant Core Components

Skills

As mentioned before, skill bots are independent bots that can be associated with one or more a digital assistants.
Each skill bot is designed to perform one or more related tasks. User interactions in a skill bot are controlled by
dialog flows, which are comparable to scripted conversations, or dynamically controlled using smart data objects
known as composite bag entities.

91 Dialog flows are managed by a state engine. The interaction points in a conversation are defined as
states, which the dialog flow engine conditionally visits or skips based on previous user messages.

1 Composite bag entities are smart data objects that group related variables to a logical unit that
represents a real world entity, for example an order or a person. The unique approach in Oracle Digital
Assistant is that composite bag entities read their values from natural language processing and from user
interaction. No dialog flow needs to be written for this interaction.

Figure 3 shows the skill bot dashboard in Oracle Digital Assistant that allows bot designers to develop and manage
individual bots. Skill bots can be versioned, cloned, deleted and exported for use in other Oracle Digital Assistant
cloud instances.

For each skill bot it is possible to export the conversation and intent logs if logging is enabled for a bot. Intent logs,
for example, can be used to check the intent model's understanding of user messages at runtime to retrain the bot
should improvements be needed.
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Figure 3: Skill Bot dashboard in Oracle Digital Assistant

A task to be handled by a skill bot is defined as an intent. Each intent needs to be trained with a representative set
of sample messages (utterances) that allow machine learning in Oracle Digital Assistant to compute a linguistic
model that is then used at runtime to resolve intents from user messages.

The overall number of intents in a skill bot solely depends on the number tasks to be handed by the bot. Figure 4
shows the skill bot intent builder.

Oracle Digital Assistant skill bots provide everything required to build the linguistic model from intents and
utterances. All configuration and settings are declarative and don't require developers to be data scientists or
linguistic experts.
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Figure 4: Bot builder environment

The table below summarizes the functionality exposed in the skill bot design time menu shown in figure 4. As you
will see, there is more than artificial intelligent and conversation involved when building chatbots.

Feature Feature Description

Q The intent builder allows developers to define the intents and utterances that are used to train the bot.
Intents may be associated with entities representing information that is automatically extracted when
found in the user message.

The embedded intent tester allows developers to test the trained model without the need to first build
the bot conversation. Being able to test intents independent from a bot conversation not only helps
when debugging, it also allows for a more natural workflow in building chatbots.

9 Entities are named variable types that extract information from user messages. For example, "I want

to transfer 100$ from my savings account" not only contains the intent, which is to transfer money, but
also the currency to be dollar, the amount to be 100 and the account to withdraw the money from,
which is "savings".

The entity builder contains a list of system intents (pre-built) and enables developers to declaratively
build their own custom entities, which can be derived from existing entities, based on value lists or
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regular expressions.

|_ For digital assistants and bots that represent a brand, the bot's attitude, as well as its use of language
J and tone matters. A common design practices in software development is to use resource bundles for
displaying messages.

Oracle Digital Assistant skill bots provide a declarative environment for creating resource bundles that
can be referenced from user interface components to display labels, prompts and bot responses.
Resource bundles can also be used to provide language translations of labels, prompts and
messages.

Bot conversations are defined in the dialog flow builder. The dialog flow builder associates
conversation states with components, which handle user input, display the bot response, or performs
functional logic.

The dialog flow builder provides pre-created component templates that simplify the task for bot
designers to build bot interactions.

S

I,

A very common use case for a bot is to answer frequently asked questions. Using the QnA module,
developers can integrate frequently asked question in a skill bot conversation or just create a FAQ
skill bot.

A challenge when training bots with multiple intents is to ensure good separation of utterances. It is
easy to accidentally provide similar utterances for different intents, which in the end blurs the
language understanding of the bot. Quality reports in a skill bot run all utterances of an intent against
the trained intent model to compare the outcome with all other defined intents. If two intents resolve
closely, then this gets flagged.

Bot insights is built-in conversational analytics that provides bot owners with bot usage statistic
collected at runtime. Project owners learn about the overall bot performance, the quality of the intent
recognition, the most popular conversation path, the most successful conversation path, as well as
those conversations that often don't result in a positive outcome.

Skill bots use components for performing user interaction and functional logic. Components are
provided as part of the skill bot or are custom developed. To register custom components, Oracle
Digital Assistant skill bots provide a dialog for declarative configuration.

I
i

Each skill bot can be configured according to the developer need. Configurable settings include the
information that gets logged, the confidence threshold that determines when a bot considers a user
intent to be understood, QnA routing rules, translation service settings, and more.

The embedded tester is a rich web based messenger client that allows developers to test all aspects
of a bot conversation without needing to deploy the bot. The tester provides information about the
intent resolution, the value state of context- and system variables, as well as the definition of menus
and choices. In addition, developers can introspect the raw message payload that is exchanged
between the tester client and the chatbot.

\ AR 0
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The embedded debugger allows developers to track and fix dialog flow problems as they may occur.

-
o)

More Skill Bot Features

Not all capabilities of skill bots in Oracle Digital Assistant have their own menu icon. This section highlights other
features in Oracle Digital Assistant skill bots that make a difference in a bot project

Structured Data Input

Users interact with a chatbot through the exchange of messages. You can imagine how easy conversations can
become quite long, especially if there is a lot of data to be provided by a user. Skill bots in Oracle Digital Assistant
allow bot conversations to reach out into a web view environment for users to provide structured data input in web
forms.

This option not only shortens the overall bot conversation but can also be used to assist the user in cases where
previously provided information needs to be corrected or when rich select lists are needed.

Human Agent Integration

To be able to hand-over a user conversation to a human agent is one of the most requested features. Skill bots
integrate with Oracle Service Cloud to connect to a human agent, who then seamlessly continues the conversation
on behalf of the bot.

The human agent has full insight into the conversation history the user had with the bot. At the end of the human
agent support, the agent can pass the conversation back to the bot for the user to do more work within the
conversational channel.

Backend Integration

All bot projects have a requirement for adding custom code logic and to access remote backend services. Oracle
Digital Assistant skill bots allow you to create reusable components for this that bot designers add declaratively to a
bot conversation. Using components helps separating concerns between system integrators and bot designers.

3-Legged OAUTH Authentication Service

Trusted user authentication is required for bots that access or display sensitive or personal information. OAUTH2
token based authentication is a very popular approach for this. Oracle Digital Assistant provides an authentication
service that works with Oracle Identity Cloud Service to allow declarative integration of 3-legged OAUTH2
authentication.

Localization and Multi -Language Support
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In Oracle Digital Assistant skill bots you can declaratively build resource bundles to keep output messages,
prompts and labels consistent and to support multiple languages within a single bot. Oracle Digital Assistant
provides the option for building single base language bots for the bot to understanding different languages.

Digital Assistant

The main responsibility of a digital assistant is to identify the skill bot and intent that best matches a user message
and to connect the request with the skill.

The decision for the skill bot to connect to is made based on the intents and utterances in the configured skill bots,
optional QnA modules and a set of developer provided configurations. If there is more than a single bot and intent
matching a user message, then the digital assistant displays a smart dialogs for the user to help disambiguating the
request.

Another responsibility of digital assistant is to handle non-sequitur user messages. For example, a user may start a
conversation with a banking skill to transfer money. When asked to provide a value for the amount to transfer, the
user requests the bot to check the account balance, which could be a different intent defined in the same skill, or
an intent in a different skill. To handle non-sequitur conversations, the digital assistant displays a smart dialog for
the user to decide whether she wants to suspend the current conversation for a new one or to continue with the
existing conversation. The suspended conversation can be continued when the new conversation ends.

Digital Assistant Design -Time

Developers use the browse based dashboard in Oracle Digital Assistant to create and manage instances of digital
assistant. Each digital assistant can be edited in the browser, as well as cloned and exported. Exporting a bot
saves all metadata, configurations, assets and dependencies in a compressed file. You use export files as a
backup or for moving digital assistants from a staging to a production instance.

Digital Assistant

Financial x Sort By Display Name Ascending A

FinancialRetailBot @

Training Model: Trainer Ht

NeW Dlg‘ta‘ Assistant Updated: Last Monday at 4:07 PM E

Edit
Page 1 of1 (1of 1items)
Clone
Export Digital Assistant

Delete

Show Channel Routes

Figure 5: Digital Assistant
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Figure 6 shows the pane for adding skills to a digital assistant. If there is a new version of a configured skill
available, then this is indicated by a green overlay icon as shown for the FinancialFirstBot skill.

< Digital Assistant « FinancialRetailBot

O Exrm

4 RetailBot » 1.0

Q 'h RetailBot = 1.0 X RetailBot
Y
' FinancialFirstBot = 1.0 bt
{E} Lululemon skill to list stores, check and cancel order.

Figure 6: Skill Bots in Digital Assistant

The table below lists the digital assistant functionality

Feature Feature Description

m Skill bots are added from a skill catalog that opens when pressing the Add Skill button. While adding a
- skill bot, you define an invocation name that can be used for explicit routing, as well as sample
utterances to display when users request help to be displayed for the bot.

Similar to skill bots, the digital assistant uses artificial intelligence to determine the intent that matches
the best to an incoming message. This information is then used by the router to connect the user to
the skill bot that should handle the task.

In the current initial release, digital assistant also provides three system intents that allow users to exit
from a conversation, get help about how to use the digital assistant and to handle unresolved intents.

Unresolved intents allow you to train the digital assistant with sample phrases you don't want the
assistant to respond to. You can use the unresolved intent to defeat spam or to exclude conversation
requests that are out of scope for the bot.

ﬂ The settings panel is where you choose the training model for the digital assistant system intents. In

addition, the setting panel allow you to enable bot insights for digital assistant to gather analytic
information for the configured skill bots, and to fine tune the conditions under which the digital
assistant rouse to system intents and configured skill bots.

h Similar to the built-in tester for skill bots, digital assistant can be tested without the need to deploy it

first. The embedded tester allows end-to end testing of the digital assistant routing and skill bot
responses. If two skill bots provide similar functionality, like a financial bot and a retail bot both support
checking available credits on your account, then the tester also allows you to test the integrated smart
dialogs the digital assistant uses to disambiguate requests.
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Channels

Channels are connectors that bind a digital assistant or an individual skill bot to a specific messenger. Native
channel support exists for Facebook, WeChat, Web, Mobile, SMS and other (Figure 7). A native channel is the
easiest to use as all message interaction and transformation between the bot and the messenger are handled for
you.

For all messengers you need to integrate with but don't find native channel support, you use the webhook channel.
Channels in Oracle Digital Assistant are first class citizens that you build and associate with a digital assistant or
bot.

Create Channel

* Name Channef name

Description Optional short description for this channel

@ cChannel Type Facebook Messenger v

o Facebook Messenger

Page Access Token
Webhook
Web
i0s

* Android
App Secret

Twilio SMS

Session Expiration (minutes) WeChat

Figure 7: Channels

Skill Store

The concept of skill store is firstly introduced in this version of Oracle Digital assistant. The skill store feature, which
initially will be used by the Oracle SaaS teams to share skills for their developers to use, is meant to become a
platform for developers to make their skills available across instances of Oracle Digital Assistant.

To familiarize yourself with the concept, the current version of Oracle Digital Assistant exposes a single demo skill
that you can pull from the store and add to one of your digital assistants. Skills that are imported from a store are
added in run-only mode to the Oracle Digital Assistant skills dashboard. However, to use a downloaded skill as the
starting point for custom skill development, it is possible to clone the skill.
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< Skill Store « SamplePizzaSkil B

SamplePizzaSkill 1.0

SamplePizzaSkill

This is a sample skill that appears in the skill store

Pizza Skill to order pizza and cancel order.

Figure 8: Skill store with sample demo skill

Oracle Digital Assistant Architecture

The following section explains Oracle Digital Assistant from an architecture point of view. You learn where
components are located relative to each other and how the integrated intelligent routing works.

Skill Bot

In Oracle Digital assistant, skill bots are declaratively developed. As shown in Figure 8, a skill bot uses
conversational Al to process natural language messages to detect what a user wants (intents) and to extract
contained information (entities).

An intent represents a business tasks and maps to a specific state in the dialog flow to start the user conversation.
For example, a flower ordering bot may have intents defined for ordering flowers, tracking the status of orders,
changing orders and, if needed, file a complaint.

The dialog flow engine then leads the user through the required steps involved to complete a task. Like a human
service agent who does not need to ask for information that the user already provided, the dialog flow skips all
states that look for information already provided by the user.

Each state in a conversation references a component that either awaits user input, provides users with a choice,
prints a bot response or executes functional logic. In Oracle Digital Assistant, bot conversations are not
programmed with code but composed using system and custom components added to the dialog flow.

The dialog flow engine knows how to handle unexpected user messages, which could be invalid data input, or just
a menu action coming from a Ul component that is no longer in the current scope.

The latter, custom components, is what bot developers write to implement custom logic or to integrate with
backend services, which could be data or process services. Custom components are developed in Node.js and
leverage the Oracle custom component SDK for interacting with the bot payload messages for incoming and
outgoing requests. Once written, custom components can be used within different skill bots without any
programming required.
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Figure 9: Skill Bot Architecture

Bot insights is an analytic engine embedded in skill bots that tracks performance statistics, the quality of the intent
resolution, the paths users followed in a bot conversation and more. As a bot project lead or designer you are able
to tell about the most successful channels of your bot, the happy and unhappy paths, as well as to what you need
to retrain your bot with to optimize its user understanding.

Features not depicted in Figure 2 include
1 Human agent integration
9 Structured data input using web forms

9 Multi language support

Channels

To communicate with a user, a digital assistant or bot needs to be exposed on a messaging channel, which can be
for web, mobile, voice (like Alexa) or 3" party messengers like Facebook or WeChat. Figure 10 shows the channel
configuration for digital assistant. For use cases in which you don't have a need for digital assistant, you can also
connect a channel directly to the skill bot.
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Figure 10: Integration of multiple conversation channels

Oracle Digital Assistant uses its own message metadata format that is used by in system components but can also

be used by custom components to render bot responses and to accept user input.

Because of a single metadata that is used for all messages on all tiers, it is easy for developers to write bots that
work on multiple channels without specifically needing to code for it. Internal connectors in Oracle Digital Assistant
are responsible for the transformation of the Oracle Digital Assistant metadata to the message payload expected

by a configured supported messenger.

Intelligent and Context Aware Routing

User messages are routed from the digital assistant to one of its child bot for processing. To identify best bot to
handle a user request, Oracle Digital Assistant uses implicit and explicit routing as depicted in the following images.

Clients

Skill Catalog

x g Skill bot

Messenger >

Web & Mobile

Internet /Cloud
Backends

ERP

Je

Twilio / SMS |r S

Bot Insights
Webhook (Analytics) Integration

Figure 11: Oracle Digital Assistant intelligent routing
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Routing

Good routing is quite a challenge for a chatbot, especially when multiple intents with similar utterances are
involved. Oracle Digital Assistant solves this problem with two different routing implementations.

1 Implicit routing T Using implicit routing, the intelligent router attempts to find the best matching skill bot for
a request based on the configured skill bots' intents, utterances and QnA modules, as well as its routing
configuration.

The routing configuration allows developer to e.g. define the priority that a current skill bot conversation
(context) has over another skill bot that also could handle a user message.

1 Explicit routing 1 Using explicit routing, the name of the skill bot to handle a request as part of the
message. For example 'ask Wells Fargo what my balance is' indicates the Wells Fargo skill bot to handle
the user request for the 'check balance' intent.

Bot users may also split the request into two messages. E.g. 'Question for Fashion King', 'What is my
balance on the free gift voucher?'. Here the first message 'pins' the Fashion King skill bot for a following
request.

Implicit Routing
Implicit routing consults all configured skill bot intents plus a set of defined rules to find the skill with the best fit to

route the user message to. Bot developers configure the behavior of implicit routing through the setting of routing
thresholds and preferences.

The image below shows the general routing architecture in which a request comes through a configured channel to
the intelligent router. Dependent on the configured preference, the router sends the request to all configured skill
bots for them to return the level of confidence in which the message was resolved to an intent.

(@ | =7:N@ WM Oracle Intdigent Bots- TechExchange
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Implicit Routing

Example - Top Match
No active skill What's my balance?

Transfer Money
Utterances

Check Balance (0.7) = ‘ Check Balance

Utterances

What's my balance?

What's my balance?

Check Credit (0.5) ==

Create Order
Utterances

Check Credit
Utterances

What's my balance?

oJ‘ Unresolved —_

Order Pizza
Utterances

Cancel Order
Utterances

Figure 12: Implicit routing

The first uses case shown in the image above is for a request that is sent to Oracle Digital Assistant while there is
no active and ongoing user i bot conversation. The router configuration is to follow the candidate skill and intent
with the best match. In the image below, the highest score for a match is returned by the Financial Skill Bot. The
router thus connects the user message with the Financial bot for processing.

In the sample depicted below, still the router strives for following the candidate skill with the best intent match. This
time however two skill bots return the same level of confidence. Bot designers also have the option to define a
confidence margin in which different results are treated as if they were the same. Whenever there is more than one
candidate skill bot available to handle the request, Oracle Digital Assistant displays a smart dialog for the user to
help disambiguating the request.

Implicit Routing

Example — Multiple Matches
No active skill What's my balance?

Transfer Money
Utterances

Check Balance (0.7) ==

Check Balance
Utterances

What's my balance?
What's my balance? q | 1 m
ek to.7) = Create Order
Smal't Dla|0g Utterances
S Check Credit

Utterances

Financial Bot

Retail Bot | Order Pizza

Utterances

Cancel Order
Utterances

Figure 13: Disambiguation in case of multi candidate skill bots
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The next use case is similar to the one before. This time however, as shown in the image below, there is an
ongoing active conversation.

If in this case there is more than one candidate skills found and the current skill bot is among them, then the active
conversation is continued. If the current active skill bot is not among the candidate skills returned, then a smart
dialog is displayed for the user to disambiguate the request and to agree to confirm that the current conversation
shall be interrupted. Again, the threshold for which the active conversation should be followed and not interrupted
can be configured.

Implicit Routing
Example — Multiple Matches -
Financial = active skill What's my balance?

Routing
(AI/ML) Check Balance (0.7) =

Transfer Money
Utterances

Check Balance
Utterances

Candidates 5
Nl What's my balance?

(]
= I
What's my balance? g et}
Check Credit (0.7) ==

% {:l SOCCIAR0-7) Create Order
Q _8 Utterances
o
a 8‘ Check Credit

=

o Utterances

What's my balance?
-~ Unresolved !
Order Pizza

Utterances

Cancel Order
Utterances

Figure 14: Handling multiple candidate skill matches in a current conversation

Explicit Routing

Skill bots are registered with a display name that can be used in a user message to directly address a bot. In this
case the user message is sent to the addressed skill bot only to handle the conversation (see image below). In the
sample below, the request addresses "CashBank" as the configured bot to handle the request. Here it does not
matter if there is another skill that e.g. would handle the request similarly good or even better. The message is sent
to the skill bot mentioned in the request.

Of course, explicit routing requires the bot user to be more familiar with the digital assistant than what is required
for using implicit routing. On the other side, explicit routing allows bot users to control the routing, which may give
them a better short cut to the task they want to complete.

(@) =V-\@ M= Oracle Intdigent Bots- TechExchange

17



Explicit Routing
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Figure 15: Explicit routing

Custom Components

In Oracle Digital Assistant you build custom components to integrate custom business logic and to integrate remote
backend services.

Custom component services are developed as REST services using Node Express and expose a GET and a
POST method. The GET method allows the skill bot to discover the reusable components hosted by a component
service, whereas the POST method is used at runtime to invoke and execute a named custom component.

The request routing and component invocation in a custom component service is handled by the Oracle custom
component SDK that also provides JavaScript functions for the component developer to easily interact with the bot.

Custom components are written as Node modules and expose two functions. The metadata function describes a
component to the skill bot at design time for the bot designer to learn about input parameters and the component
response. The invoke function is called at runtime for the custom component to execute its logic, which may lead to
remote services being accessed.
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Figure 16: Custom component service architecture and deployment

Skill bots in Oracle Digital Assistant of version18.4.3 and later allow developers to deploy and configure custom
component services in one of three options

Mobile Hub 7 Oracle Mobile Hub was formerly known as Oracle Mobile Cloud and is a multi-channel environment
with mobile extras. In Mobile Hub, developers create custom component services declaratively as custom APIs.
Use this option if you have a mobile or multi-channel requirement and if you prefer custom component services to
be served from a single shared instance

Node Container - Custom component services can be deployed to any node container accessible from the
Internet. A solution in the Oracle cloud for this would be Application Container Cloud Service (ACCS). Use this
option if you don't need Oracle Mobile Hub but still want the custom component services to be served from a single
shared instance.

Local Component Container i A new feature in Oracle Digital Assistant is a local component container to which
you can upload custom component services compressed as shown in figure 17. Choose this option if you want to
keep custom components contained in the skill bots. Custom components that are stored in the skill bot local
component container are life cycle managed with the skill bot, which means they are included when cloning,
versioning, importing or exporting the skill bot.

Bot Insights

If you can't measure success, how do you know that you have one? A key requirement for any chatbot is to be able
to tell how it is doing, how many conversation it has, and where people succeed or fail in using a bot.

Oracle Digital Assistant provides Bot Insights for its contained skills. Bot Insights is an online analytic and reporting
tool that provides skill designers with useful information about the overall health of the bot, successful and
unsuccessful user interactions, the quality of the intent model, used conversation paths and many more.

In the following, this article explains the individual panels and the functionality of Oracle Bot Insights that is
available on the skill bot level. As you will see, the order in which the tabs are arranged in the Bot Insights
dashboard guide you through a sensible workflow that starts from an overview insight to then drill down closer into
the details how exactly users work within a bot.
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