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*,jmdd Relying Party Trust Wizard

Select Data Source

I Select an option that thiz wizard will uze to obtain data about thiz relving parky:

@ ‘Welcome ; i i
™ |mport data about the relving party published orline or on a local netwark,

@ Select Data Source . . . . . .
|1z& thiz option to impart the necessary data and certificates fram a relying party organization that

@ Choosze lzzuance publizhes itz federation metadata online or on a local netwark.
Authiorization Rules

Federation metadata address [host name or URL):
@ FReady to Add Trust

@ Finizh
Example: f. contogo.com or https: A www, contoso, comdapp
= |mport data about the relying party from a file
|1ze thiz option to impart the necessany data and certificates fram a relving party organization that has
exported its federation metadata to a file. Ensure that thiz file iz from a frusted source. This wizard will
not walidate the zource of the file.
Federation metadata file location:
II::'\S.-'-‘-.ML_I:Iuster_Eerts'\samlspmetadata.:-:mI Browse. . |
™ Erter data about the relying party manually
I1z& thiz option to manually input the neceszany data about thiz relving party arganization.
< Previous | MHext » I Cancel | Help |
'*;mdd Relying Party Trust Wizard |

Specify Display Name

D Type the dizplay name and any optional notes for this relying party.

@ ‘welcome

Dizpl g
@ Select Data Source PEIEL I

S iy bi.dey. customer.com
@ Specify Dizplay Mame

@ Choosze lszuance M otes:
Authorization Rules

weny bi.dey. customer.com ;I
@ FReady to Add Trust

@ Finizh

< Previouz | MHext » I Cancel Help
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: *,::;mdd Relying Party Trust Wizard

Choose Issuance Authorization Rules

IS |zzuance authorization miles determine whether a user iz permitted to receive claims for the relving party.

@ ‘Welcome Choose one of the fallowing options for the initial behavior of this relying party's issuance autharization
fules.
@ Select Data Source

@ Specify Display Name £ Pemit all uzers to access this relying party

The izzuance authonzation rwles will be configured to permit all uzers to access thiz relying party. The

@ Choose lssuance relving party service or application may stil deny the uzer access.

Authorization Bules
@ FReady to Add Trust " Deny all users access ta this relying party

@ Finizh The izzuance authonization rules will be configured to deny all users access to this relying party. v'ou must
later add izzuance authaorization rules to enable any uzers o access thiz relying party.

Y'ou can change the izsuance autharization rules Far thiz relying party trust by selecting the relying party
trugt and clicking Edit Claim Bules in the Actionz pane.

< Previouz | Mext » I Cancel Help

www_bi.dey. customer.com Properties | x| I www bi.dev.custorner.com Properties

Accepted Claimz I Organization I E ndpoints | Maotes I Advanced Accepted Claims I Organization Endpoints | Maotez | Advanced
konitoring Identifiers E hryption I Signature Maonitaring | [dentifiers Eneryption | Signature
Specify the dizplay name and identifiers for thiz relying party trust, Specify the encryption certificate for this relving party brust,
Dizplay name: Encryption certificate:
Iwww.bi.dev.cu STOMEr.CoMm |szuer
Subject:

Relying party identifier:
Effective date:
| fodld

E xpiration date:
Example; https: //fz. contozo. comdadfs/zervices trust

Relying party identifiers: Browsze. .. B Hemove

vy, bi devy. customer.com Femawe |

(] I Cancel Apply Help Ok, I Cancel Spply Help
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www bi.dev.customer.com Properties | x|

Accepted Claimz I Organization I Endpointz I Maotes I Advanced |

www bi.dev.custorner.com Properties

k anitoring I |dentifiers I Encryption I Signature I
b onitaring I Identifiers I Encryption Signature Accepted Claims I Organization I Endpoints I Motes Advanced
Specify the signature verification certificates far requests from thiz relying
party. Specify the secure hash algorithm to uge for this relying party trust.
Subject | Issuer | Effectis Secure hash algarithm:
CM=wmw Irdparty.dev.cus.. CHM=GlobalSign Organiz..  3/7/20

< | )

add. |

Wi | Femove... |

o ]

Cancel | Apply | Help

www.bidey.customer.com Properties

k anitaring I |dentifiers I Encreption I

Accepted Claims I Organization I E ndpointz I Maotes

Signature
Adwvanced

Specify the secure hazh algarithm ta uze for this relying party trust.

Secure hazh algorithm;

o ]

Cancel | Spply | Help

www bi.dev.custormner.com Properties

konitoring I
Accepted Claims

|dentifiers I
Organization

E ncryption I Signature
| E ndpoints I Maotes I Advanced

Thiz relving party publishes the following organization information in
federation metadata.

Organization M ames; ;l
Oracle

Organization URLs:
A, oracle. com

Technical Cantact:

Mame:  obiesadmin
E mails:
Telephones;

o ]

Cancel Apply | Help

o]

Cancel | Apply | Help

& & %'() %

www.bidev. custormer.com Properties

k anitaring I |dentifiers I E ncreption I Signature
Accepted Claims I Organization I E ndpointzs Motes | Advanced
Specify any notes about thiz relying party trust,
Mates:
b bi. dev. customer.com ;I
=
(] I Cancel | Apply | Help |

www bi.dev.custorner.com Properties

|dentifiers |
Accepted Claims I Organization

kdanitoring I E ncryption I

E ndpaints

Signature
| Maotes I Advanced

Specify the endpointz to uze for SAML and '/S-FederationPaszive
protocols.

LURL | In... | Binding | De
SAML Aszzertion Consumer Endpoints

hittps: /v bi.dev. customer.comszaml2/.. 0
https: /v bi. dev. customer.comszaml2s .. 1

POST  “e
Artifact Mo

4 | i

add . |

Femoye | Edi... | St [efault |

o]

Cancel | Apply | Help
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w20 _________________________________________ _mmm
% File Action View ‘window Help |;li|i|

&5 7= H=

I ADFS2.0 Relying Party Trusts Actions
| Service i
= Relying Party Trusts -
= [ Trust Relationships Enabled ying Party
| Claims Provider Trusts Add Relving Party Trust..,

| Relying Party Trusts )
| Attribute Stores Yiew

Mew Windaow From Here
@] Refresh
Help
www.bi.dey.sodexo.com -

Update from Federation Metadata. ..

Edit Claim Rules. ..

Disable

Properties

Edit Claim Rules for www.bi.dey.customer.com

lzzuance Transform Rules | |ssuance Authorization Fules I Delegation Authorization Rules I

T he following trangform roles specity the claims that will be zent o the relying part,.

Elru:lerl Bule Mame | lzzued Claims |

addRue. | Edtmue. | Removemue |

k. | Cancel | Spply Help
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| '!?;mdd Transform Claim Rule Wizard

Select Rule Template

IS Select the template for the claim rile that you want to create from the following list. The description
@ Choose Rule Type provides detailz about each claim rule template.

|

| . . .
@ Configure Claim Rule Clairn rule kemplate:

Send LDAP Attributes as Claims |

Claim rule template description:

Ilzing the Send LDAP Attribute az Claims rule template you can select attibutes from an LDAR attribute
gtore zuch ag Active Directon to zend az claims to the relying party. Multiple attibutes may be sent as
multiple claims fram a zingle rule uzing this rule type. For example, you can use this iile template o
create a rule that will extract attribute walues for authenticated uzers from the displayt ame and
telephioneM umber Active Directory attributesz and then send thoze values az bwo different outgoing
claimz. This rule may alzo be used to send all of the uzer's group memberzhips. If you want to only zend
individual graup memberzhips, uze the Send Group Memberzhip az a Claim rule template.

Tell e more about this e template.

< Previous | Mext » I Cancel | Help

Edit Rule - Name (x|

'ou can configure thiz ile to gend the values of LDAR attributes as claims. Select an attribute store from
which to extract LDAP attnbutesz. Specify how the attibutes will map to the outgoing claim bpes that will be
izzued from the rule.

Claim rule name:

WE=

Rule template: Send LDAR Attributes as Claims
!Il #$ll%ll n & II#

I(II$II%)* n II##

Attribute store:

Active Directony j

k apping of LDAF attributes bo outgoing claim tepes:
LOAP Attribute

| Dutgoing Claim Type

Given-M ame

1
il
4

YWigw Fule Language. .. ak. I Cancel Help
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lzzuance Transform RBules | |ssuance Authorization Fules I Delegation Authorization Rules I

The following transform rules speciy the claims tat willbe sent to the reluing pary.
Order | Rule Name | Issued Claims |
1 HName Name ID_Given Name
i
¥
AddRule.. | EdtRue. | Remove Rule.. |
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Settings for SAMLZIAsserter

Configuration | Management | Migration
i this page, wou can add, delete, and view SAML 2.0 identity provider partners For this SAML 2.0 Identity

[ Customize this table

Identity Provider Partners

Delete
L F LUSLLNINLE LIS LaOwC

Hew WQSingle Sign-on Identity Provider Parkner

Identity Provider Partners
Mew Web3ervice Identity Provider Partner

There are no itemns o di: Dielete
| Mew | | Delete Mew Web Single Sign-On Identity Provider Partner
Mew WebService Identity Provider Partner

Create a SAML 2.0 Web Single Sign-on Identity Provider Partner

|ﬂ|||CarH:EI

Partner Properties

Use this page to:

*= Enter the name of ywour new Single Sign-on Identity Provider partner
=  Specify the name and location of the SAML 2.0 metadats file that wou received from this new partner

* Indicates reguired fizlds

Pleass specify the name of the partner,

* Name: SAML_SSO_IDPO1

Please specify the name of the file containing the partner metadiata document.

Path: CAQracle\Middlewareiuser_projects\domains\bifoundation_domainSAML_Metadata\federationmetadata.xml
Recently Used Paths: Ci\Oracle'\Middleware\user_projects\domains|bifoundation_domain|SAML_Metadata

Current Location: scl34213,us.oracke.com Y, C: | Oracle |, Middleware |, user_projects Y, domains Y bifoundation_domain | SAML_Mstadata

1 [¥ federationmetadata.xml
&) @ samlspmetadata.xml

M“C&nﬂel




# $

L i< &4"7 447 4

%

4

44'

"#

< &4"7 447 4

4 44°

47 4 #5

-

" #3"%"

#1+&3
7

&

!_r-mtn i B o SEsT @

"#'("$"% <

RiEzs

i

v AR | g =21 nclebin oo

o B

o =

3
# #1
5

 hitpe: . corp adaiun oo Furie abionde bacala T | |

<EnnryDascriptor 10="_T10hitdad- 486 1 - 4388- DiHa- 7 1 IS Ic? 67
= by In=" bty f =, comp. ada bum, oo st F s mrvices S iroest”
A armine = urne A sinnpeTees: s SAM 3 o metakata”

¥ e

u. o] e
b corpoadalisi
S i e S oo U 0 P05 C e i - et el
by Fil w cefiern e ¢ s P i F atio i F 007 b"
& SPESODESCApEor WanbAcs dr i oneSored="tra
provdocd Bupgart Enumesra o ="u rm o s on st SR 2, 0; profooo|® >
# SIDFS 00 e sorphor
P DT S T LAY = ™ L Ol 6 S i R 2D SRR 2 2 [ e e [
aCantactParson Contas TT e ="Cippar =
o EnbrbyDin sorprbors

| Lol wiveeet. | Frotecied e O

: 6'):

e P e

"y
L o# $%& #(((0)

! L# $% # / 0

4+ -0,

! L# $% # 01 /O

23 4*1 3




" # 3

% #

4 " H#E"%" " & "#'("$"% )"

6 #$ %

$ 3 '& "7 7 5 #
& + + = $ # 23 4% , "7
# & -
@ $0 $ & + + # $ &
B = "7 # A $# + $ &
* 23 4% 1 & 8
" & #
& > # >
+ "5 6 $7 7 "5
= & 11 9
> " # "BC/
>"+ " # & BD DC
1 2 | #
#H &% +0 $ # "7 +

+ # 5

4.5 Name ID formats

For AD FS 2.0 the name identifier (Mame ID) is yet another claim but you need to generate name

identifiers to use the SAML 2.0 protocol:

« Mame identifier is the default attribute for user lookup in most 3" party solutions;

« MName identifier is necessary If you plan to take advantage of SAML 2.0 Single Logout

Frotocol.

@ ' < &#

Create a SAML 2.0 Web Single Sign-on Identity Provider Partner

Ok Cancel

Partner Properties

Use this page to:

= Enter the name of your new Single Sign-on Identity Provider partner
= Specify the name and location of the SAML 2.0 metadats file that you recsived from this new partner

* Indicates required fields

Pleass specify the name of the partner,

* Name:

SAML_S30_IDPO1

Please specify the name of the file contsining the partner metadata document.

Path:

Recently Used Paths: C:\Oracle\Middleware\user_projects\domains|bifoundation_domain|\SAML_Mstadata

Current Location: scl34213.us.oracle.com |, C: | Oracle |, Middleware |, user_projects |, domains | bifoundation_domain | SAML_Metadata

L samlspmetadata.xml

Ok Cancel

ChOracle\Middleware\user_projectsidomains\bifoundation_domaimSAML_Metadataifederationmetadata.xml




" #$ %

Sdministration Console _

Q Home Log Qut Preferences Fecord Help i Welcome, !
Home =Surmmaty of Security Realms =myrealm =Providers =SAML2IAsserter
Messages
& Partner created successfully,
& The partner has been di&hled by default, ou will need to complete its configuration manually then enable ik,

Settings for SAMLZIAsserter

Zonfiguration | Management | Migration

n this page, wou can add, delete, and view SAML 2.0 identity provider partners For this SAML 2,0 Identity Asserter, %

[ Customize this table

Identity Provider Partners

Mewy < | | Delste

[T | Name &%

[T | samML_sso_IDPot

Mewy ~ | | Delste

Name: SAML_SSO_IDPO1 The name of this Identity Provider partner. More Info...

Enabled Specdifies whether interactions with this Identity Provider partner are enabled on this
server,  More Info...

Description: SAML SS0 IDPO1 A short description of this Identity Provider partner.  More Info...

Authentication Requests

Identity Provider Name Mapper Class Name: The Java dass that overrides the default username mapper dass with which the
SAML 2.0 Identity Asserter provider is configured in this security realm. More
Info...

Issuer URTL: http: ffadc61408 10.us. orade. comadfs services trust The Issuer URI of this Identity Prowvider partner. More Info...

Virtual User Spedifies whether user information contained in assertions received from this Identity

Provider partner are mapped to virtual users in this security realm, More Info...

Redirect URIs: An optional set of URIs from which unauthenticated users will be redirected to the
fanalytics/* J Identity Provider partner. Mare Info...

Process Attributes Spedifies whether the SAML 2.0 Identity Asserter provider consumes atiribute
statements contained in assertions received from this Identity Provider
partmer. More Info...

Signing
Only Accept Signed Authentication Requests: false Specifies whether authentication requests sent to this Identity Provider partner must
be signed. More Info...
Only Accept Signed Artifact Requests Spedifies whether SAML artifact requests received from this Identity Provider partner

reict ha cinmad  Mara Trfn

G( /Jv| . v SCL34213 = Local Disk (C:) » Oracle = Middleware = Oracle_BI1 = bifoundation « jee -

Organize *  Includeinlibrary »  Share with »  Pew Folder

E5r Favorites Mame Drate modified Type
B Deskkop || =mlpserver.ear 12/24/2011 6:05 &AM EAR File
4 Dowrloads | analytics, gar 3/27/2013 11:14 AWM EAR File
1= Recent Places || binfficeclient. war 12/9/2011 4:57FM  WAR File
. | |RTD.ear 12j20/2011 1:53FM  EAR File
B Libraries || bioffice. eat 12902011 4157 PM EAR. File

R Y
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e In the META-INF directory, there is a MANIFEST.MF file, add the following line to the end of the file:

Weblogic-Application-Version: 11.1.1

¢ Unpack the analytics.war file to a second temporary location, it contains a defaultjsp file and five top-level

directories, one of which i1s called WEB-INF.

¢ Create a new deployment descriptor file in WEB-INF called weblogic.xml. It should contan the following:

<?xml version = 'l.0' encoding = 'windows-1252'7?>

<weblogic-web-app xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"xsi:schemalocation="http://www.bea.com/ns/weblogic/weblogic-web-app
http://www.bea.com/ns/weblogic/weblogic-web-app/l.0/weblogic-web-app.xsd"

xmlns="http://www.bea.com/ns/weblogic/weblogic—-web-app">

<context-root>analytics</context-root>
<gecurity-role-assignment>

<role-name>3S0Role</role-name>
<principal-name>BIUsers</principal-name>
<principal-name>BIAdmins</principal-name>

</security-role-assignment>

</weblogic-web-app>

B M ANIFEST.MF - Notepad <?xml wversion = "1.0" encoding = TUS-ASCII™?>

File Edit Formak “iew Help

<weblogic-web-app
sanlns="http://xmlns. oracle. com/wehlogic/weblogic-web-app™=>

Manifest-version: 1.0

ant-version: apache ant 1.7.1

Created-By: 20.4-h02 (Sun Micraswystems Inc. )
Implemantation-vendor: oracle Corp.
specification-version: 11.1.1.86.8
Implementation-version: 11.1.1.6.8.130124.101
weblogic-application-version: 11.1.1

<context-rootranalytics</context-root>

<gecurity-role-assigrnment>
<role-name>830Role</role-name>
<principal-name>gfEbete: /principal-namer
<principal-namerAdministrator</principal-name>
<principal-name>EIUsers</principal-name>
<principal-name>BLAdmins</principal-name>

=/ security-role-assigrments>

=/weblogic-webh-app>

Also, m the WEB-INF directory, you will find an existing file called web.xml. Edit web.xml and look for a section
like this:

<login-config>

<auth-method>»>CLIENT-CERT</auth-method>

</login-config>

Replace this section with the following:

<security-constraint>

<web-resource-collection>
<web-resource-name>BI Analytics</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>S50Role</role-name>
</auth-constraint>

</security-constraint>

<login-config>

<auth-method>CLIENT-CERT</auth-method:>

</login-config>
<security-role>

<role-name>S5S50Fole</role—name>

</security-role>

Next we need to redeploy the analytics.ear file to Weblogic so that the new security constraint will come into effect.

Log into Weblogic Admin Console and click on Deployments
In the Change Centre at the top left, click “Lock and Edit”
Find the analytics app and chick the tickbox next to it, then click on the Update button

Note that in a Weblogic Cluster, you may need to delete and re-install/deploy rather than using the update method.
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G.'] Home Log Quk Preferences Record Help | Gy

Hore =Summary of Deployments
Summary of Deployments

Control | Monitoring

This page displays a lisk of Java EE applications and stand-alone application modules
(redeploved), or deleted from the domain by first selecting the application name and

Toinstall a new application or module for deployment ko kargets in this domain, click £

[ Customize this table

Deployments

Inztall | | Update ij_[[:fgete"; | Start < | | Stop v

[T | Name &

f_".adf.Dracle.businesseditur(1 111120

Badf, oracle,domain(1.0,11.1,1.2,0)

# $

7 adminservice (11,113

-
-
- fj,au:ll:.u:uracle.dumain.webapp{l.EIJ11.1.1.2.III]|
=

[ Chanalytics (11.1.1)

| Wbiem

r [ biadminservices (11.1.1)

r [7 biadminutils (11.1.1)

ORACLE WHbLﬂgiC Sarver® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, 2dd or delete fems in this domain,

Domain Strocture

bifoundation_domain
[#-Environmant

[#}-Services
“~Gecurity Reslms
BF-Interoperability
[#}- Diagnostics

How do L... =

= Install an Enterprise application
» Configure an Enterprise application

&l Home Log @ut Praferences Record Help [ &L

Home = Semmany of Seowity Reslms =myresim =Providers = SAML2I Asserter =»SAML_SSC IDP
Summary of Deployments
Control = Monitoring

This page displays a list of Java EE applications and stand-alone application modules that ha
by first selacting the application name and using the controks on this page.

To install 2 new application or module for deploymeant to targets in this domain, dlick the In:

[ Customize this table

Deployments

@- [beiez] |[BEt=] [Sioe=

[ Hame &

il =df oracle.businesseditor(1.0,11.1.1.2.0)

[
[ WR=df.orace.domsin(1.0,11.1.1.2.0)
=]

i 2df.oracle.domain.webapp(1.0,11.1.1.2.0)

[ & [Radminservice (11.1.1)

%



Install Application Assistant

ezt | | Cancel

Locate deployment to install and prepare for deployment

Gelect the file path that represents the application roct directory, archive file, exploded archive directory, or application module des

field.

Mote: COnly valid file paths are displayed below, If ywou cannct find your deployment files, upload your file(s) and/or confirm that v

Path: CAOracle'Widdleware\Cracle_Bl1\bifoundation'jee\analytics. ear
Recently Used Paths: C:\Oracle' Middleware\Oracle_BEI1\bifoundation!jes
Current Location: scl34213.us.cracle.com ' C: | Oracle | Middlewars Y Oracle_BI1 | bifoundation | jes

L) mapviewer.ear [open directory)
! Original Ear
— tocks

—
L AdminService.ear
=‘|
=) analytics.ear
=‘|
) biadminservices.ear
]

| biadminutils.ear
=‘|

G) Home Log Qut Preferences Record Help

Home =Sumnmary of Deployments

Install Application Assistant

Back | Mext |Finish |Canu:el

Choose targeting style

&) Install Application Assistant

Back | | Mext |Finish |Cann::el

Select deployment targets

Select the servers andfor clusters ko which wou want to deploy this application. (Yo

Available targets for analytics :

Targets are the servers, clusters, and wirtual hosts on which this deployment will ro

1+ Install this deployment as an application SEIvers
The application and its components will be targeted to the same locations. This is the I adminServer
" Install this deployment as a library

Clusters
Application libraries are deployvments that are available for other deployments ko she .

vt bi_cluster

5 .
{” Install this deployment as an application, but target the component: I All servers in the cluster
Part of the cluster
I ki

Iseful when one or more of the modules or components must have targets unigue b bi_serverl

Back | Mext |Finish |Can|:el

Back | | Mext |Finish |Caru:el

#5 & 3 5 !

+ bifoundation_domain « servers = bi_serverl - tmp = WL _user - - [H:J

! Tools Help

— Open  Includeinlibrary =  Share with -

Marne =

Eurn

Mews Folder

Dake modified

l adf,oracle.businesseditor

1=

laces

adf ., oracle, damain

adf.oracle.domain. webapp

adminservice_11,1.1

bicontentserver_11.1.1

bilocaladmin_11.1.1

‘' # 3.5 + |

382013 8:21 AM
AEZ013 8121 AM
382013 8:23 AM
31312013 7:25 AM
3(11)2013 7:43 AM
311/2013 7:43 AM
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ORACLE Enterprise Manager 11g Fusion Middleware Control
@ Farm - &Tm::lolt:u;nuI
v Farm_bifoundation_domain @
= 52 Farm_bifoundation_domain
3 Application Deployments
=] I:]:“WebLogic Domain . El Deployments
&l Adminserver Home dentin
% bi_cluster Credentials
3 Business Inteligence Control ¥ 4
[ Metadata Repositories Logs N Security Provider Configuration
PartUsage Application Policies
Application Roles =
Application Deployment ¥
System Policies
Web Services ¥
ADF Domain Configuration Audit Policy
Feaioii N Audit Store
Metadata Repositories
IDEC Data Sources
System MBean Browser
& webLogic Server Administration Console
General Information
ORACLE Enterprise Manager 11g Fusion Middleware Control
% Farm « &TODO'OQY
- bifoundation_domain@
= % Farm_bifoundation_domain @ WebLogic Domain w
[ Application Deployments
=l £ weblLogic Domain Security Provider Configuration = Orade Identity Manager
g AdminServer All changes made in this page require a server restart to take effect.
& bi_duster Identity Store Configuration
(3 Business Inteligence The User and Role APT is automatically configured to use the first Qrade WeblLogic Server authenticator and does not require any spedal configuration. To fine-tune the behavior of all
[ Metadata Repositories configure properties here for the factory instance and the store instance.

Use WebLogic Authentication Provider Configuration

Custom Properties + Add 2@ Delete. .
Property Name Value
user.login.atir sAMAcCcountiName
" username.atir sAMACcountiame
CONMECTION_POOL_CLASS oracle.security.idm. providers, stdldap. JNDIPool
wvirtualize true
s Add 3¢ Delete...

Property Name Value

user.login.attr sAMAccountiMame

username.atir sAMAcCcountMame

COMMECTION_POOL_CLASS orade.security.idm. providers.stdlidap, JNDIPool

virtualize true

5 3 . 9

Q Home Log Out Preferences Record Help

a

Home =Summary af Deployments =analytics =Summaty of Secarity Realms =myrealm =Providers

Create a Mew Authentication Provider
Ok | Cancel

Create a new Authentication Provider

The Following properties will be used to identify wour new Authentication Provider,

* Indicates required fields

The name of the authentication provider.
*Name: ADAuthenticator

This is the kype of authentication provider waou wish ko create.

Type:

LC%J | Cancel

ActiveDirectoryAuthenticatar




Administration Console

21 Home Log Qut Preferences Record Help

Home =Summary of Security Realms =myrezlm =Providers = ADAuthenticator

Settings for ADAuthenticator

Configuration | Performance

Common | Provider Specific

Save

Lize this page to define the provider specific configuration for this Active Directory Authentication provider.

Connection

5] Host:

A% Port:

{5 Principak
Credentiak:

Confirm Credentiak

[7] 4] SSLEnabled

Users

gg User Base DN:
gg All Users Filter:

gg User From Name Filter:

gg User Search Scope:
{5] User Name Attribute:

#5] User Object Class:

[l g@ Use Retrieved User Name as Principal

Groups

#5] Group Base DM:

gg All Groups Filter:

#5] Group From Name Filter:

#5] Group Search Scope:
gg Group Membership Searching:

gg Max Group Membership Search Levek

[ gg Ignore Duplicate Membership

[l gg Use Token Groups For Group Membership Lookup

Static Groups

adc6140810 us . oracle.con
389

cn=veerao,cn=Users dc=c
SRR RRRNRRRRRRRN

cn=Users dc=ceal-us_ dc=
(&(sAMAccountName=")(c

(&(sAMAccountMame="5L

subtree |Z|

sAMAccountName

user

cn=Builtin,dc=ceal-us dc=

(&(cn="){objectclass=grou

(&(cn=%g)(objectclass=gr

subtree |Z|
unlimited|z|

adc6140810.us.oracle.com

389

cn=veerao,cn=Users,dc=ceal-us,dc=local

Oraclel123

Oracle123

cn=Users,dc=ceal-us,dc=local

(&(sAMAccountName=*)(objectclass=user])

(&(sAMAccountName=%u) (objectclass=user))

sAMAccountName

user

cn=Builtin,dc=ceal-us,dc=local

[&(cn=*)(objectclass=group))

[&(ecn=%g)(objectclass=group]))



Static Groups

(5] Static Group Name Attribute:

{iF] Static Group Object Class:

gg Static Member DN Attribute:

(%] Static Group Dls from Member DN Filter:

Dynamic Groups

5] Dynamic Group Name Attribute:

{£] Dynamic Group Object Class:
] Dynamic Member URL Attribute:

(%] User Dynamic Group DN Attribute:

General

Connection Pool Size:

cn

group

member

(&(member=%M){objectcl:

# $

6
%] Connect Timeout: 0
] Connection Retry Limit: 1
(%] Parallel Connect Delay: 0
%] Results Time Limit: 0
[ {] Keep Alive Enabled
(] Follow Referrals
[ gg Bind Anonymously On Referrals
|:| gg Propagate Cause For Login Exception
{F] Cache Enabled
%] Cache Size: 32
{%] Cache TTL: B0
{F] GUID Attribute: objectguid
Save
5 5: & 56

&&

% #

(&(member=%;M])(objectclass=group))

objectguid
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Manager 119 Fusion Middlizwarm Control

& coreapplication @
Ijl Business Intelligence Instamce «  add Prin cipal E

application Fofes = Edit Applicatic]  Spedfy criteria bo search and select the application roles that you want ko grant permissians ta.
Edit Application Role : BI| =/Search
General Tvpe [ |lear ;I
Application Skripe: obl Principal Mame | ok ers with 7] [veerao
Eole flame BMAdminis

5 hed Principal
Displsy Name: |51 Adkin earched Principals

i i Principal Display Mame Descripkion
== i) iz s
HaBE Mo principals found based on search criteria
Members
An-application rale may need o b Eation rales,
.‘ % n':'udd I""-f Ciglate
Mame 15}
BIAdmimistrators

Ok || Cancel I

X

" @B &« =

* S 1 2 * 1, &2
* 1 2 > 1, &2

ORACLE Enterprise Manager 119 Fusion Middleware Control

EfiFarm~ |, Topology

= & coreapplication @

H% Farm_bifoundation_donmain @ Business Inteligence Instance
[# [ Application Deployments
& F i ;

'i I_:I Hablogi: Domain Change Center: | [ Activate Changes 5 Release Configuration
[=] [ Business Inkeligence
(%] lcoreapplication | Owerview | Awalabiity | Capacity Management | Diagnostics | Security | Deplovment

# [ Metadata R ikari
i l-Hetadsla Repastofios Secure Sockets Layer | Single Sign On

Single Sign On (850)

550 enables a user to log in once and gain access ko all syskems without being prompted o log in again at each of them, IF 550 s enabled then C
authentication and will assume the user has already been authenticated by 550,

¥ Enable 530 ,_J The S50 Provider to use

‘ S50 Provider =]
i The 550 Pravider Logaon LIRL
The 350 Provider Logoff URL
Security Realm
— B o to the Orade WWeblogic Server Administrakor Console to configure and manage the Weblogic security realm.
Targek Mavigation Tree

application Policies and Roles
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e emeram e e e e e e I -

Haome =Summary of Deploynents
Summary of Deployments

Control | Monitaring

- This page displaws a list of Java EE applications and stand-alone application modules that have been installed
(redeploved), or deleted from the domain by first selecting the application name and using the controls on thi

Toinskall & new application or module For deployment to kargets in this damain, click the Inskall bukton,

[# Customize this table
Deployments

Install | | Update | | Delete |Startv Stop -

i 1
{Serviping all requesks
[ | Name &% ' P\[F_JILEI ' Stat
Servicing only administration requests
i™adf. oracle. businesse B Ackiv
[T | i~adf.oracle.domaingl.0,11.1.1.2.0) Ackiv
- r f_‘,adf.curacle.du:umain.webapp(l 111200 Ackiv
1 .
r 7 adminservice (11,1.1) Ak
v 7 analytics Prep.
™ | Wbiem Aitiv
r ﬁ,biadminservices i11.1.1) Aikiv
™ | B FRbiadminatis (11.1.1) Activ
! # & #

_I_Z"[Ertifical:e Error: Mavigation Blocked - Windows Internet Explorer
——

| "l |
ot St

File Edit Yiew Favorkes  Tools  Help

Rikkps: fhwn, bi, des customer.com/analyvtics

up Favorites | sile |&) Sugoested Sites = 8 | Weh Slice Gallery =

There is a problem with this website's security certificate,

i‘_:j Certificate Errar; Mavigation Blocked

The security certificate presented by this website was not issued by a trusted certificate authority,

Windows Security

security certificate prohlems may indicate an attempt to

Connecting bo adcé140810,us.0racle, com.
SEMVELR,

We recommend that you close this webpage and d

@' Click here to cose this webpage. _

B Femember my credentials

'@' Continue to this website (not recommended),

& Moaore information | lUse another account

Ik Caricel
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